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Update for the lllinois HIE
Advisory Committee Meeting



HISPC Phase |

Identify privacy and security
barriers to the electronic
exchange of health information
and create plan for addressing
the barriers

Work Products
l—Nterim Assessment

of Variation Report

= nterim Analysis of
Solutions Report

p—Final Assessment
and Analysis Report

b Final State
Implementation Plan

June 2006 - April 2007
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HISPC Phase Il HISPC Phase lll — Intra &
Interstate Collaborative
Implementation of plans
developed during the Phase | Identify and evaluate consent
and join a multi-state options for electronic health
collaborative to address a information exchange at the state
privacy and security issue level and among states

Work Products Work Products
Implementation Guidebook to
b Project Summary analyzing interstate
and Impact Analysis legal mechanisms
Model HIE Forms Process for
Guideines evaluating five model
e  Privacy Notice approaches to
e Consent for Use intrastate consent
& Disclosure of
PHI :
e Authorization for 1 - _Mtatnx (t)'f i
Research international an
national consent
Recommendations approaches
on Privacy and

Security Policies: For
Consideration by
State-Level HIE

July 2007 - December 2007 April 2008 - March 2009

Moves Forward on Privacy and Secunity

HISPC Phase llI
Extension

Develop Workshop

Test consumer ed materials
Test provider ed materials
Further development of
Interstate Compact

April 2009 - July 2009
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HISPC — Phase Il

Intrastate and Interstate Consent
Policy Options collaborative

Due to variation in state and local policies and laws, various
models for obtaining consent to use or disclose health
Information have been established. The Intrastate and
Interstate Consent Policy Options collaborative was formed to
iIdentify and evaluate consent options for electronic health

iInformation exchange at the state level and among states.
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Purpose - Interstate Analyses

Explore the viablility of legal options that states could enact to
resolve barriers to the electronic exchange of protected health
Information (PHI) among states that have conflicting state laws
governing consent to use or disclose PHI.
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m California, lllinois and Ohio participated In
the analysis of the legal options

= Four options analyzed
= |nterstate Compact
= Uniform Law
= Model Act
= Choice of Law




Illinois Department of Public Health + Pat Quinn, Governor + Damon T. Arnold, M.D., M.P.H., Director
- ) °
f = HISPC-lllinois
A "
A e £40% . The Public-Private Partnership
AN, i< Moves Forward on Privacy and Security

Interstate Lessons Learned

m Overarching issues

m State policy leaders reluctant to
change status quo

m Public/private partnership is

Requesting
key for success State Law
= Transparency is critical to SEAVETE

ensure creditability

m Cost of implementation

m Education needed
Liability must be addressed T
How the option is legally Multi-state

structured affects the cost and Consent
political viability Framework

'
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Interstate Findings

= The options represent a State-driven approach

= No option will eliminate all barriers to nationwide HIE
= To reach this goal requires adoption of a consistent approach by all 50
states
= To be effective — the option needs to be completely
uniform In its approach

m Interstate compact & uniform law can work

= Most likely to provide a uniform or standardized approach

= Allows for input by key stakeholders — state legislators, health providers
and consumers

= While implementation can be lengthy, not unreasonable given overall
timeframe for HIE development
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Interstate Findings

= Interstate compact may provide flexibility to quickly
address policy and technological changes

= An interstate compact may serve as a mechanism to
standardize the transfer of PHI on both an interstate and

Intrastate basis

m= Model Act & Choice of Law are less promising solutions
= Model Act

m Unlikely to meet the goal of uniformity
m Higher costs for less effective approach

m Choice of Law
m Choice of Law applies when dealing with conflicts in the absence of an option

m Yet, as an option it is a cumbersome, politically problematic and legally complicated
approach
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HISPC — Phase Il Extension
April — July 2009

This extension will require states to complete two challenges to
test the effectiveness of the consumer and provider education
and outreach materials developed in Phase Ill. It will also allow
the multi-state collaboratives to continue forward with an
Innovation to build on the work performed in Phase Ill.
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Challenge 1 — Consumer
Education

m [est materials developed by
the Consumer Education
and Engagement
Collaborative

= Approach at least 3
consumer oriented
organization

= Review and select
appropriate consumer
education tools

= Work with the
organizations to adapt and
disseminate the materials

Benefits of EHR
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Challenge 2 — Provider
Education

an
resources you need 1o safely and securely
get connacted!

orida
It's Safe. w1 Kentuc
= & ool L, siana

The goals of the HISPC Provider Education Toolkit are to:

@ Introduce health care providers to the benefits of electronic health information exchange (HIE),

ldﬁt.’l'lhhl mm“mﬁ. 8 Increase provider awareness of the privacy and security benefits and challenges of HIE,

information excha into their
This “"mm 8 Identify the steps to HIE implementation, and

savings, betier patient care and time saved. 8 Encourage participatian in HIE.

#@ Motivate providers to understand the advantages of electronic health information exchange,

www.SecuredHealth.org

Partner 2 or more provider
associations to promote the Provider
Education Collaborative’s toolkit and
Web site

Accomplish 2 of these objectives:
= Distribute an announcement

= Identify a “Physician Champion”
within the association

Secure a speaking engagement

Distribute press release and
articles to media or trade
publications

m Link professional association Web
site to Health Information Security
& Privacy Provider Education
Toolkit site
<http://www.secure4health.com/>
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Challenge 3 — Collaborative

Innovation

m Pursue the development of the interstate
compact option

m Recognize non-HISPC organizations attempting
to resolve the issue of interstate consent

m Create a roadmap to move ahead with the
development of an interstate compact

= Identify and define the compact components
s Recommend the guiding/operational principles
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Extension Deliverables

m Participate in a 90-minute Webinar on the Phase
lll products

= By July 24, 2009

= Submit a Challenge 1 memo detailing results of
consumer education activities

= Submit a Challenge 2 memo detailing results of
provider education activities

= Submit a report on the Innovation Challenge
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