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Please consider the following hypotheticals of PHI breach sites to guide your feedback for
notification, investigation and mitigation obligations in the Final Protocol. If there are other
scenarios that should be considered, please do not hesitate to contact the Breach Response
Protocol Work Group.

1. ILHIE Participant breached: data accessed via ILHIE Participant’s system and included
data that was sent through the ILHIE from another ILHIE Participant.

2. ILHIE Participant breached: data accessed via ILHIE Participant’s system and included
data that was sent through the ILHIE and through the RHIO from a RHIO Participant.

3. ILHIE Participant breached: data accessed via ILHIE Participant’s system and included
data that was sent through the ILHIE and through the RHIO from a RHIO Participant and
from another ILHIE Participant.

4. RHIO Participant breached: data accessed via RHIO Participant’s system and included
data that was sent through the RHIO and through the ILHIE from an ILHIE Participant.

5. ILHIE breached: data accessed via the ILHIE system and include data sent from ILHIE
Participants, RHIOs and RHIO Participants through the ILHIE.

6. RHIO breached: data accessed via the RHIO system and includes data sent from ILHIE
Participants, RHIOs and RHIO Participants through the ILHIE.
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