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The Honorable Pat Quinn
Governor
State of Illinois

Dear Governor Quinn,

On behalf of the membership of the Illinois Terrorism Task Force (I TTF), made up of more
than 60 agencies, organizations and associations, it ismy privilege to present you with the 2011
ITTF Annual Report. This report is required by Executive Order Number 17 (2003), which
established the ITTF asa permanent advisory body to the governor on matters regarding
homeland security.

This past year Illinois experienced multiple changes in leadership within the homeland security
community. No greater change occurred than the retirement of Mike Chamnessasthe ITTF
Chair. His leadership, tireless dedication, and commitment to public safety are missed by all
who worked with him since the inception of the ITTF in 1999. He left knowing thata solid
foundation exists for homeland security collaboration and coordination to thrive in the years to
come.

Last year you appointed Jonathon Monken as the Governor's Homeland Security Advisor and
Director of the Illinois Emergency Management Agency. Director Monken immediately
established himself as a strong advocate for building sustainable partnerships between private,
public and non-governmental organizations and bringing all public safety strategic partnersto
the table to support a whole community approach to preparedness.

Through the hard work of the I TTF membership, I'm proud to announce the following
homeland security accomplishments:

= Openedone of the nation’s first business emergency operations centers

= Embarkedon an initiative called Vision 2020 to rewrite the state’s homeland security
strategy

= Established a foundation for true collaboration between the State of Illinois, City of
Chicago, and Cook County for homeland security preparedness

= Utilized mutual aid organizations and mobile support teams to render aid and protect the
public during statewide blizzard and flooding

= Completed revisions to the Ready Illinois website to make it a critical source for public
information during local, regional and statewide disasters; during the statewide blizzard,
Ready experienced more than two million unique hits
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Moving forward, the State of Illinois will need to come together as a single voice among public
safety partners to sustain, continue and develop programs and services that will protect the
citizens of Illinois. The state is faced with dramatic decreases in critical federal funding to
support our premier homeland security program. Over the last seven federal fiscal years,
Illinois has experienced an 80 percent decrease in statewide federal funding and the
elimination of core grant programs. However, I'm confident the relationships that have been
built over last decade will successfully position Illinois to maintain our capabilities and thrive
in the future.

As chairman of the ITTF, I would like to express my sincere gratitude to the men and women
who voluntarily give of their time, energy and considerable expertise year after year to make
Illinois a model homeland security program.

On behalf of the ITTF membership, I also would like to thank you, Governor Quinn, for your
steadfast leadership and support of homeland security and public safety.

Respectfully,

Tbnotof M. Kateer

Donald G. Kauerauf, Chair
Illinois Terrorism Task Force
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Overview of the lllinois Terrorism Task Force

The Illinois Terrorism Task Force (ITTF) was formalized by a State of lllinois Executive Order in
May 2000 and established as a permanent entity by a 2003 Executive Order. The ITTF serves as
an advisory body to the Governor and provides statutory recommendations and guidance on
homeland security laws, policies, protocol, and procedures. The ITTF also serves as the state
homeland security strategic planning and policy body for the U.S. Department of Homeland
Security grant programs. Administrative support to the ITTF is provided through the Illinois
Emergency Management Agency.

The ITTF is made up of 16 committees: Communications, Crisis Response and Prevention,
Cyber Security, Elected Officials, Emergency Management, Fire Mutual Aid, Information
Technology, Law Enforcement Mutual Aid, Private Sector, Public Health and Medical Services,
Public Information, Science and Technology, Training, Transportation, Urban Area, and
Volunteers and Donations/lllinois Citizen Corps Council. The task force represents more than
60 agencies, including federal, state, local, private sector, and hongovernmental organizations.
The ITTF meets on a monthly basis, and the committees meet on a monthly, bi-monthly or "as-
needed" basis.

In December 2008 the ITTF membership unanimously approved a charter to expand the
authorities provided to the homeland security advisory body through the Governor’s 2003
Executive Order and formalize its organizational and operational structure. The ITTF Charter,
which became effective on Jan. 1, 2009, describes the task force’s purpose, powers and duties,
governance structure, voting rights, and grant management and administration responsibilities.
The document also lists the current Illinois Homeland Security Strategy, membership, and
methodology for prioritizing projects to be supported through federal preparedness funds.

The task force continues to establish and maintain long-term strategic solutions to the threats
and realities of terrorism and major events. At the same time, federal, state, and local entities,
their private and non-governmental partners, and the general public collaborate to achieve and
sustain risk-based target levels of capability to prevent, protect against, respond to, and recover
from these incidents in order to minimize the impact on lives, property, and the economy.
Annually, the ITTF publishes a report to the Governor outlining key homeland security
accomplishments and future initiatives. Prior years’ reports can be downloaded from the Ready
Illinois website (www.ready.illinois.gov/ittf).

Contact Information
Illinois Terrorism Task Force
2200 South Dirksen Parkway

Springfield, IL 62703
217/558-1334
Email: Ittf.web@illinois.gov
www.Ready.illinois.gov
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EXECUTIVE ORDER NUMBER 17 (2003)
EXECUTIVE ORDER CREATING A TERRORISM TASK FORCE

WHEREAS, the threat of terrorist attacks in the United States is real, as witnessed by the
events of September 11, 2001; and

WHEREAS, the centralized coordination and communication among various entities at the
State, regional and local levels is essential for the prevention of terrorism; and

WHEREAS, domestic preparedness to respond to terrorist attacks is a priority of the
highest magnitude for federal, state and local governments; and

WHEREAS, the lllinois Terrorism Task Force has established a working partnership among
public and private stakeholders from all disciplines and regions of the State, to facilitate the
coordination of resources and the communication of information essential to combat
terrorist threats; and

WHEREAS, the lllinois Terrorism Task Force has proven to be an effective entity in
developing and implementing the domestic preparedness strategy of the State of lllinois.

THEREFORE, | hereby order the following:

Executive Order 2000-10 is hereby revoked, and the lllinois Terrorism Taskforce is hereby
established as a permanent body, vested with the powers and duties described herein.

l. ESTABLISHMENT OF THE ILLINOIS TERRORISM TASKFORCE

A. I hereby establish the Illinois Terrorism Taskforce as an advisory body,
reporting directly to the Governor and to the Deputy Chief of Staff for Public
Safety.

B. The current members of the lllinois Terrorism Taskforce are hereby
reappointed. Additional members of the lllinois Terrorism Taskforce may be
appointed with the nomination of the Chair and the approval of the Governor.

C. Members of the lllinois Terrorism Task Force shall serve without pay, but may
receive travel and lodging reimbursement as permitted by applicable state or
federal guidelines.

D. The Governor shall appoint a Chair to serve as the administrator of the lllinois
Terrorism Task Force. The Chair shall report to the Deputy Chief of Staff for
Public Safety on all activities of the lllinois Terrorism Task Force. The Chair
shall also serve as a policy advisor to the Deputy Chief of Staff for Public
Safety on matters related to Homeland Security.




POWERS & DUTIES OF THE ILLINOIS TERRORISM TASKFORCE

A. The lllinois Terrorism Task Force, as an advisory body to the Governor and
the Deputy Chief of Staff for Public Safety, shall develop and recommend to
the Governor the State's domestic terrorism preparedness strategy.

B. The lllinois Terrorism Task Force shall develop policies related to the
appropriate training of local, regional and State officials to respond to terrorist
incidents involving conventional, chemical, biological and/or nuclear weapons.

C. The lllinois Terrorism Task Force shall oversee the weapons of mass
destruction teams, which the Governor may deploy in the event of a terrorist
attack to assist local responders and to coordinate the provision of additional
State resources. The lllinois Terrorism Task Force shall develop appropriate
protocol, staffing, training and equipment guidelines for the weapons of mass
destruction teams.

D. The lllinois Terrorism Task Force shall seek appropriate input from federal
agencies, including but not limited to: the United States Department of
Justice, the Federal Bureau of Investigation, the Federal Emergency
Management Agency, the United States Department of Health and Human
Services, and the United States Department of Homeland Security.

E. The lllinois Terrorism Task Force shall recommend to the Governor any
changes in lllinois state statutes, administrative regulations, or in the lllinois
Emergency Operations Plan, that, in its view, may be necessary to accomplish
its established objectives.

F. The lllinois Terrorism Task Force shall advise the Illinois Emergency
Management Agency on issues related to the application for and use of all
appropriate federal funding that relates to combating terrorism.

G. The lllinois Terrorism Task Force shall develop further recommendations to
combat terrorism in lllinois and shall present such recommendations to the
Deputy Chief of Staff for Public Safety.

H. The Chair of the lllinois Terrorism Task Force shall submit an annual report to
the Governor by March 1st of each year. The report shall detail the activities,
accomplishments and recommendations of the Task Force in the preceding
year.

SAVINGS CLAUSE

Nothing in this Executive Order shall be construed to contravene any state or federal
law.

SEVERABILITY

If any provision of this Executive Order or its application to any person or
circumstance is held invalid by any court of competent jurisdiction, this invalidity
does not affect any other provision or application of this Executive Order which can
be given effect without the invalid provision or application. To achieve this purpose,
the provisions of this Executive Order are declared to be severable.




lllinois Terrorism Task Force
Executive Summary

I n spite of an 80 percent decrease in federal homeland security funding over the past seven
years, the strong relationships formed among public safety partnersin lllinois enable the state
to remain successfully positioned to protect Illinois residents.

Southern Illinois Flood Response

For nearly two weeks in late April and early May, the Illinois Emergency Management Agency’s
(IEMA) State Emergency Operations Center operated 24/7 to coordinate response efforts for
major flooding along rivers and streams throughout Southern Illinois. I n addition, IEMA'’s
Unified Area Command was deployed to Marion to coordinate field operations in the region.
The event necessitated the activation, mobilization and deployment of approximately 1,000
responders from more than a dozen agencies to support the flood fight in 11 counties. Some of
the personnel and resources developed through federal preparedness funds that were activated
for the event included the Mutual Aid Box Alarm System’s tent city, decontamination trailers,
and numerous other pieces of equipment such as generator light towers; the Illinois Law
Enforcement Alarm System (ILEAS) deployment of an ad hoc 60-member Mobile Field Force
consisting of squads from teams throughout the state to support county security; Emergency
Management Assistance Teams to support state and local agencies; and Illinois Emergency
Services Management Association generators.

Illinois Homeland Security Vision 2020

In September, IEMA launched an initiative to help shape the state’s homeland security and
response policies into the next decade. “Illinois Homeland Security Vision 2020” is a statewide,
grass-roots effort to engage Illinois’ residents and organizations in development of the state’s
strategy for dealing with current and emerging threats and risks and response to disasters. As
part of the initiative, | EMA began conducting a series of town hall meetings across the state to
gather input and ideas on homeland security issues from organizations and citizens. By the end
of 2011, meetings had been conducted in Belleville and Champaign, with six additional meetings
scheduled for the first half of 2012. Results from the meetings will be compiled and presented at
a statewide summit of state and local policy makers and local leaders in September 2012.

Business Emergency Operations Center

In October, I EMA launched the Business Emergency O perations Center (BEOC), a public-
private initiative that will enhance communication between the private sector and state
emergency management personnel to improve response and recovery efforts for major disasters.
The BEOC offers a physical location where representatives from 16 sectors of the private sector
can report following a disaster. The site, located in the State Emergency Operations Center in
Springfield, is just steps away from the State I ncident Response Center (SIRC), where IEMA
coordinates response to disasters with representatives from state and federal agencies and other
key organizations. The purpose of the BEOC is not to obtain goods and services, but rather to
harness information available through the private sector and coordinate it with response and
recovery actions developed in the SIRC.

Other noteworthy accomplishments in 2011 included:

¢ InOctober, completed the first-ever, five-day interdisciplinary Validation Exercise. The
exercise challenged more than 500 emergency responders from hazardous materials,
technical rescue, communications, I LEAS law enforcement and incident management team
divisions of the state’s emergency responders, in addition to two units of the Illinois National
Guard, to respond to the aftermath of a devastating series of tornados.




Completed the distribution of $4,000,000 in local EOC grants to certified and accredited
local emergency management agencies. The grants were provided to county and municipal
local emergency management agencies to enhance communications and technology
capabilities in their emergency operations centers.

Sent 2,000 personal radiation detectors to Japan to assist their government in the massive
emergency response resulting from the 8.9 earthquake that struck off the coast.

Honored with a FEMA 2011 Individual and Community Preparedness Award honorable
mention for the Illinois Citizen Corps Program in two categories: Outstanding State Citizen
Corps Council I nitiatives and Outstanding Drill, Exercise, or Event for the 2010 Prairie State
CERT Challenge.

Formed the Cyber Security Committee to coordinate the state’s cyber security effortsand
developed a high-level strategy to guide I TTF activities.

Met National Emergency Communications Plan goal 2 by ensuring that 75 percent of non-
Urban Area Security I nitiative jurisdictions are able to demonstrate response-level
emergency communications within one hour for routine events. All 102 counties have
reported compliance.

Distributed over three million dollars to local public safety agencies to support compliance
with narrowbanding requirements.

In 2012, Illinois will maximize funding and resources to sustain its nationally recognized
homeland security program and implement the following initiatives:

*

Complete the development of a new Illinois Homeland Security Strategy based on the results
of the Illinois Homeland Security Vision 2020 summits.

Strengthen local, state and regional public sector relationships with the private sector to
ensure active participation from all critical sectors.

Conduct the second large-scale statewide deployable team multi-disciplinary validation.

Develop a statewide oversight structure in support of “D” block spectrum allocation to public
safety and federal funding for building a nationwide broadband public safety system.

Continue to leverage technology to improve information sharingamong Illinois’ multi-
discipline, multi-jurisdictional stakeholders, as well as other fusion centers throughout the
country.

Support the restructuring of the UAWG committees to ensure seamless integration with the
ITTF committees.

Implement the “Ready to Respond” community preparedness initiative to enhance
knowledge of emergency preparedness by local officials and communities.

Continue with preparedness activities to support safety of our schools through various Safe
School and Campus Safety Training programs.

Begin training, orientation, and exercises for the newly created meta-disaster mobilization
and deployment option labeled Triple “R.” The Triple “R” (Rapid Resource Response)
deployment option focuses on large scale disasters (earthquake, | ND, multiple simultaneous
tornado strikes) where traditional deployment response models are inadequate.




ITTF Grants Assist Local Agencies with
Unfunded Narrowbanding Mandate

To help address the Federal Communications Commission (FCC) mandate that all non-federal
public safety licensees using 25kHz radio systems migrate to narrowband 12.5 kHz channels by
Dec. 31, 2012, the Illinois Terrorism Task Force (ITTF) made more than $3.4 million available
during two rounds of grant funding in 2011. These funds helped 156 local emergency response
agencies comply with federal communications requirements. The grants were awarded by the
ITTF using federal homeland security funds the state receives from the U.S. Department of
Homeland Security (DHS). Illinois’ Statewide Interoperable Coordinator estimates the burden of
the FCC’s unfunded narrowbanding mandate on public safety agencies to be about $60 million to
replace currently in-service narrowband non-compliant equipment.

The transition to narrowband is intended to relieve congestion and result in increased channel
availability for public safety VHF/UHF systems. If public safety agencies do not make the move
to narrowband channels, they may face a loss of communications capabilities because FCC
interference rules will not protect wideband systems from harmful interference.
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The grant funds were used to replace in-service, non-narrowband compliant VHF and UHF public
safety base station/repeater radios and mobile radios with comparable narrowband equipment.
Narrowbanding Assistance Grants awarded to accredited emergency management agencies were
funded through the Emergency Management Performance Grant (EMPG) program, while grants
awarded to other response organizations came from Public Safety Interoperable Communications
(PSIC) funding. Both of those grants required a 50 percent local match because of federal grant
guidelines. Grants awarded to response organizations in Cook County were funded through the
Urban Area Security Initiative (UASI) and were not required to have a 50 percent local match.
The ITTF allocated $915,656 from EMPG funds, $443,148 from PSIC, and $2,056,478 from
UASI to fund the narrowbanding grants.

Applications were reviewed by a sub-committee of the ITTF Communications Committee.
Applicants were required to submit detailed information about the in-service, non-narrowband
compliant, base radio to be replaced, including make, model and serial number of the radio, type
of station, and specific frequency(ies) being used. Additionally, proof of valid FCC authorization,
including the station location(s) being replaced, frequencies, and 11K narrowband emission, were
required to ensure that applicants were operating legally.




Business Emergency Operations Center
Enhances Public Safety

In October, the Illinois Emergency Management Agency (IEMA) launched a public-private
initiative that will strengthen coordination between the state and the private sector during
disasters. The Business Emergency Operations Center (BEOC) will enhance communication
between the private sector and state emergency management personnel to improve
preparedness, response and recovery efforts for major disasters. The BEOC, in its current form,
offers a physical location where representatives from 16 sectors of the private sector can report
following a major disaster.

An integrated EOC approach, an ideal location

The BEOC is an emerging concept in public-private working alliances across the nation as states
recognize the integral role that private sector entities play in homeland security and emergency
management. The BEOC provides an opportunity to strengthen community resilience and
overall preparedness through an integrated emergency operations center approach.

While some states have virtual-only BEOCs or use a
college or university as the foundation of their BEOC,
Illinois’ BEOC site is located in the State Emergency
Operations Center (SEOC) in Springfield, just steps away
from the State Incident Response Center (SIRC) where
IEMA coordinates response to disasters with
representatives from state and federal agencies and other
key organizations. This joint location within the SEOC
allows for the seamless coordination and implementation
of disaster response and recovery activities during an
emergency. Also located in the SEOC are key IEMA and
homeland security staff, the Statewide Terrorism and
Intelligence Center, IEMA’s 24-hour Communication Center, and the Radiological Emergency
Assessment Center. Illinois’ BEOC is activated based on the same requirements as the SIRC.
Sector representatives—who can participate in person or virtually— are contacted based on the
type of incident and required resources.

The purpose of the BEOC is not to obtain goods and services, but to harness information
available through the private sector and coordinate it with response and recovery actions
developed in the SIRC. This collaborative effort among sectors will also improve pre-event
planning and preparedness, which ultimately improves response and recovery. Sectors currently
represented in the BEOC include: agriculture and food; retail; energy; information technology;
postal and shipping; bank and finance; communications; transportation systems; chemical;
manufacturing; healthcare and public health;
water; security; small business; facilities; and
service industry.

The BEOC was activated for the first time during
the state’s earthquake exercise in November. The
scenario of this three-day functional exercise was a
7.7 earthquake in southern Illinois along the New
Madrid fault line. The BEOC was staffed by more
than 50 private industry representatives, with




virtual participation from companies that chose to operate from their in-house crisis
management centers. The lessons learned from this state-level exercised will be applied to
future operations.

Looking ahead: an expanded BEOC vision

Remote, temporary BEOC locations will be established as needed around the state for planned,
high-risk events. The first such event will be the G8/NATO summits in Chicago in May 2012.

Other areas of focus on will include:

e A shared emergency management cycle—integrating the private sector as a partner in
preparedness, response, recovery, mitigation and planning.

e Collaboration to build stronger, more resilient communities—effective, coordinated
response between private and public assets to help communities bounce back after
disasters.

¢ lllinois’ authoritative center for business emergency operations—cooperative response
actions and interoperable communication to connect either physically or virtually during
activations; continued efforts to build relationships between events.

¢ Regional connectivity—beyond conventional local jurisdiction and state boundaries,
establish communication/share information among private and public entities, as well as
engage in effective joint response and recovery activities. An example of this regional
connectivity is CAPSTONE 14, a three-year project among Central United States
Earthquake Consortium (CUSEC) states that will culminate in a functional exercise in
2014. Other activities include a planning workshop in 2012 and a tabletop exercise in 2013.
CAPSTONE 14 will validate the ability of the CUSEC states to develop a public-private
common operating picture, coordinate the distribution and receipt of disaster intelligence
with the private sector through each state BEOC, and prioritize requests for resources from
the private sector through the development of regional objectives.




lIlinois Terrorism Task Force
Organizational Chart

lllinois Emergency
Management Agency

Communications
Chairs: IL Assoc. of Chiefs of Police
and IL Fire Chiefs Assoc.

Crisis Response and Prevention
Chair: IL State Police

Cyber Security
Chair: IL Central Management Services

Elected Officials
Chair: IL Municipal League and IL Assoc. of
County Bd. Members & Commissioners

Emergency Management
Chair: IL Emergency Services Management
Association

Fire Service Mutual Aid
Chair: Mutual Aid Box Alarm System

Information Technology
Chair: IL State Police

Law Enforcement Mutual Aid
Chair: IL Law Enforcement Alarm System

Governor

Governor’s Homeland
Security Adviser

ITTF Chair

Private Sector
Chairs: Caterpillar, ChicagoFIRST, and
JPMorgan Chase & Co.

Public Health and Medical Services
Chair: IL Department of Public Health

Public Information
Chairs: American Red Cross and
Office of the State Fire Marshal

Science and Technology
Chair: Argonne National Laboratory and
Central Management Services

Training
Chairs: IL Fire Service Institute and
IL Law Enforcement Training & Standards Bd.

Transportation
Chair: IL Department of Transportation

Urban Area Security Initiative
Chairs: City of Chicago/Cook County

Volunteers and Donations/
IL Citizen Corps Council
Chair: IL Emergency Management Agency




Illinois Terrorism Task Force 2011 Membership

Adams/McDonough Counties
Air One
American Public Works Association
American Red Cross
Archer Daniels Midland Company
Associated Fire Fighters of Illinois
Collaborative Healthcare Urgency Group
City of Aurora
Cities of Bloomington-Normal
Cities of Champaign-Urbana
City of Chicago
City of Joliet
City of Naperville
City of Peoria
City of Rockford
City of Springfield
Cook County Department of Homeland Security and Emergency Management
DuPage County Office of Homeland Security and Emergency Management
Illinois Association of Chiefs of Police
Illinois Association of Public Health Administrators
Illinois Association of School Boards
Illinois Attorney General's Office
Illinois Board of Higher Education
Illinois Campus Law Enforcement Administrators
Illinois Coalition of Community Blood Centers
Illinois College of Emergency Physicians
Illinois Community College Board
Illinois Coroners Association
Illinois Council of Code Administrators
Illinois Department of Agriculture
lllinois Department of Central Management Services
lllinois Department of Corrections
Illinois Department of Human Services
Illinois Department of Military Affairs
Illinois Department of Natural Resources
Illinois Department of Public Health
Illinois Department of Transportation
Illinois Department on Aging
Illinois Emergency Management Agency
Illinois Emergency Services Management Association
lllinois Environmental Protection Agency
Illinois Firefighters Association
lllinois Fire Chiefs Association
Illinois Fire Services Association
lllinois Fire Service Institute
Illinois Health Care Association
Illinois Law Enforcement Alarm System
Illinois Law Enforcement Training and Standards Board
Illinois Medical Emergency Response Team

10



Illinois Municipal League
Illinois National Emergency Number Association
Illinois Public Health Mutual Aid System
Illinois Public Works Mutual Aid Network
Illinois Sheriffs’ Association
Illinois State Police
Illinois State’s Attorneys Association
Lake County Emergency Services and Disaster Agency
Metro East (St. Clair-Madison)
Mutual Aid Box Alarm System
Office of the Illinois State Fire Marshal
Quad Cities (Moline-East Moline-Rock Island)
Regional Superintendents of Schools
Secretary of State Police
Will County Emergency Management Agency

Non-voting Advisory Members
Argonne National Laboratory
Caterpillar
ChicagoFIRST
Federal Bureau of Investigation
Federal Emergency Management Agency-Region V
Governor’s Office
Illinois Broadcasters Association
JPMorgan Chase & Co.
Metropolitan Chicago Healthcare Council
U.S. Army
U.S. Attorney's Office
U.S. Coast Guard
U.S. Department of Energy
U.S. Department of Justice
U.S. Department of Homeland Security
U.S. Marshals Service
U.S. Navy
U.S. Office of the Attorney General
U.S. Postal Inspection Service
U.S. Transportation Security Administration

11




Communications Committee

Purpose Statement

The ITTF Communications Committee (COMM) is charged with developing short and long-
range interoperable communications strategies to support the implementation of the Illinois
Statewide Communications Interoperability Plan (SCIP) and related policies and procedures. By
its actions, the committee will enhance the state’s ability to respond to and recover from both
man-made and natural disasters. The committee also provides recommendations to the
Statewide Interoperability Executive Committee (SIEC) to support an increase in the use of
statewide voice, data and video communications systems. The committee provides oversight of
the state’s strategic technology reserve as well as the coordination and purchase of
communications equipment by various grantees through the ITTF.

2011 Key Activities

¢ The Communications Committee has continued to see the positive results of supporting and
participating in the Starcom system. Caches of radios were deployed to the flooding in the
southern portions of the state this past year. The radios proved to be a very valuable resource
in helping with the coordination of emergency responders.

+ The committee has worked in very close partnership with the Statewide Interoperability
Executive Committee. The two groups held a joint meeting during the IEMA conference in
September. The main focus of the meeting was to discuss the status of “D” Block and learn
more about LTE.

¢ The committee steadfastly continues its support of “D”
block spectrum allocation to public safety as well as federal
funding for building a nationwide broadband public safety
system. Committee leadership has written letters and
discussed the aforementioned issues with members of
Congress.

¢ Substantial progress has been made in meeting the National
Emergency Communications Plan (NECP) goal 2 efforts. In
goal 2, 75 percent of non-Urban Area Security Initiative
(UASI) jurisdictions are able to demonstrate response-level
emergency communications within one hour for routine
events. All 102 counties have reported compliance.

¢ The project to place satellite communications capabilities
on the Unified Command Posts (UCPs) has been completed.
Both the Illinois Transportable Emergency
Communications Systems (ITECS) and UCPs now have
satellite data capability. The ITECS also have Voice over
Internet Protocol (VolP) capability.

¢ Asin past years, one of the committee goals was to continue to better coordinate equipment
needs and purchases between agencies. This goal is being met. The committee has continued
to work with ILEAS, MABAS, IESMA, IPWMAN and other interested entities. This effort has
been successful on at least two fronts—cost savings and equipment standardization.
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ITECS and UCPs have been used to support various team validation events. Most recently
they supported the validation exercises held for the HAZMAT and technical rescue teams at
the Fire Service Institute at the University of Illinois in Champaign. Units from the National
Guard also participated. The validation events provide “near real life” training for all those
involved. The teams have now participated for the last five years.

Interstate communication was demonstrated at an event called SIMCOMM. Local, state and
federal agencies took part in this three-day event in Madison, Wis. Members of the
committee participated with the use of an ITECS and UCP.

The committee continues to monitor the progress of the Starcom master contract
negotiations. The members wish to continue supporting the funding and use of the Starcom
system but are being very mindful of the possible future costs.

One of the committee’s top concerns has been securing funding for replacement of Illinois
State Police Emergency Radio Network (ISPERN) base stations for the ISPERN network.
The project is of particular importance to many local law enforcement agencies because
ISPERN on VHF is an important local law enforcement interoperability link. ILEAS, Illinois
State Police and the committee are working toward resolving this issue. It will continue to be
a priority into 2012.

Educating agencies and meeting the Jan. 1, 2013, deadline regarding narrowbanding has
been a priority for 2011 and will continue through 2012.

COMM supported the “Thales Waiver” to the Federal Communications Commission (FCC).
The waiver requested the continued use of certain 700 MHz frequencies in Illinois that are
important to the Starcom system. Radio manufacturers were not allowed to have FCC-type
acceptance for their equipment with the aforementioned frequencies. The FCC issued a
waiver for the request.

Radio caches were deployed in three locations in the state for the Illinois Public Works
Mutual Aid Network (IPWMAN). This project will help IPWMAN better communicate with
other mutual aid responders for deployments.

The committee worked with the SIEC in adopting a modified ITTF template for Starcom
radios. “B” zones were added.

New Madrid earthquake zone regional Tactical Interoperable Communications Plans are
being developed. This is being accomplished through the Office of the Statewide
Interoperability Coordinator (SWIC) with ILEAS as the fiduciary.

Because of the reduction in federal funding, new or expanded communications projects have
been substantially reduced. Maintenance/service funding is being evaluated. The committee
has recently initiated a preliminary review of Starcom, EMnet and satellite service funding
support.

ITTF reallocated and distributed grant monies to help local agencies with narrowbanding.
Over three million dollars went toward the effort and allowed agencies to replace
communications equipment that was not narrowbandable. The Communications
Committee, along with the SWIC and SIEC, has developed a narrowbanding schedule for
llinois.
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2012 Initiatives

¢ Continue focusing on the on-going improvement of interoperable communications—this is
the ITTF Communications Committee’s broad-based goal for 2012, as it has been in past
years.

¢ Evaluate the benefit of all programs in light of growing
maintenance costs.

¢ Continue work to help agencies meet the FCC Jan. 1,
2013, narrowbanding mandate and deadline.

¢ Continue support of the ISPERN base station
replacement initiative for law enforcement.

+ Lobby for reinstatement of federal funding for
communications issues, especially the Interoperable
Emergency Communications Grant Program (IECGP) for planning and coordination and
State Homeland Security Grant Program (SHSGP) for equipment.

¢ Work with ITTF Training Committee to coordinate training funds for ongoing training of
ITECS and UCP teams.

¢ Work towards re-implementation of mobile videoconferencing. The Polycom mobile
responder units have been removed from the ITECS trailers and will be placed in the UCPs.

¢ Take receipt of the high frequency radio equipment that is on order and install it in the
UCPs. The ITECS and UCPs will then be equipped with HF equipment.
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Crisis Response and Prevention Committee

Purpose Statement

The mission of the Crisis Response and Prevention Committee is to
provide oversight, direction, and planning for all prevention and
response efforts in lllinois relative to terrorist activity, the use of
weapons of mass destruction, and other major incidents. The
formation, training, and equipping of both prevention efforts and
strategies; the creation of private, local, state, and federal
partnerships; and the development of multi-layer response
capabilities are among the committee’s roles and accomplishments.

2011 Key Activities

¢ Months in advance of the 10-year anniversary of the 9/11 terrorist attacks, the Illinois State
Police (ISP) worked through its field operational units and Statewide Terrorism Intelligence
Center (STIC) to coordinate prevention and pre-operational planning efforts, reviewing files
and intelligence and collaborating with federal partners and other fusion centers.

¢ The STIC continued to focus on the integration of all-hazards, all-crimes, and all-threats
information into the intelligence cycle. The Public Safety STIC provided a venue for fire
service, law enforcement and private sector information sharing and worked to meet these
communities’ real-time and strategic information and intelligence needs.

¢ STIC hosted training on inappropriate contacts/communications directed at prominent
Illinois public officials. The training taught officers hands-on interviewing techniques and
skills to appropriately handle and identify when a public official has been threatened.

¢ STIC continued web conferencing to conduct live meetings, presentations and security
briefings over the Internet to meet the needs of the private sector, fire service, and law
enforcement. Monthly all crimes briefings at the “For Official Use Only” classification level
were held, allowing STIC to more efficiently engage the homeland security community.

¢ Through a partnership with the Mutual Aid
Box Alarm System, fire services have
successfully been integrated into the fusion
center process, with 97 vetted Fire
Intelligence Liaison Officers throughout the
state. STIC, through their Fire Service
Intelligence Officer, identifies gaps in
information sharing and generates ideas on
how to resolve these issues.

¢ The lllinois Department of Transportation, in partnership with the lIllinois Association of
Chiefs of Police, established a STIC position to concentrate on traffic and crash information.
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The Traffic Intelligence Officer serves as the point of contact for information requests,
analyzing data and identifying high-frequency crash locations for state and local agencies.

As an all-hazards fusion center, STIC’s Critical
Infrastructure Specialist (CIS) participated in
the inaugural Business Emergency Operations
Center (BEOC) during the State Level Exercise.
The BEOC, made up of private sector entities
critical to response and recovery efforts,
demonstrated the need for collaboration
during significant incidents. The CIS provided
vital information to the BEOC regarding
critical infrastructure/key resources and was
the conduit for information to and from the STIC.

The ISP continued to support terrorism investigations through the assignment of six ISP
officers to the FBI Joint Terrorism Task Forces in the Chicago and Springfield FBI Divisions.

ISP was awarded a Department of Justice technology grant to establish a statewide gang
intelligence portal. The portal will support the collection, analysis, and dissemination of
information for the interdiction of gang-related activity. The information will be combined
with standardized reports, proactive alerts, and interactive mapping to provide situational
awareness to officers, intelligence personnel, and operational commanders.

The Department of Homeland Security provided a two-day training to STIC personnel on
Civil Rights and Civil Liberties (CRCL), including recognizing and handling potential CRCL
issues, protecting individuals’ privacy and personally identifiable information, recognizing
First Amendment protected activities, and overcoming cultural misconceptions\stereotypes.

The Zone Intelligence Officers (Z10s) remained active in providing immediate intelligence
information to local, state, and federal law enforcement agencies regarding terrorism
suspects and other critical incidents. They focus on intelligence collection and exchange,
handling requests for information, responding to critical incidents, and providing on-scene
tactical support to major cases and critical incidents.

The ZIOs participated in two full-scale State Weapons of Mass Destruction Team (SWMDT)
exercises. These functional drills, involving all SWMDT members in a terrorist threat-based
exercise, tested response efforts and integration of capabilities among all SWMDT facets.

The ZI0Os began an initiative deemed “targeted intelligence” to focus on target collection and
filling intelligence gaps identified by STIC. All ZIOs were equipped with CelleBrite Universal
Forensic Extraction Devices, which provide the capability to extract critical intelligence
information while in the field from over 1,600 different cellular phones.

The Zone Intelligence Analysts attended two separate in-service training sessions pertaining
to new analytical software and technologies to further enhance their analytical skills.
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*

SWMDT conducted five missions: Governors Inauguration, 9/11 anniversary events, Chicago
Bears and White Sox details, Taste of Chicago, and NASCAR race at Chicagoland Speedway.

SWMDT has progressed from a strictly response-oriented unit to a team trained in early
detection/interdiction. SWMDT was chosen as the template for a federal training program
focusing on early disruption of terrorist events. APOC RAPTOR will be introduced in 2012.

Two successful full-scale CBRNE training events were held in conjunction with federal
training requirements: 1) In September, SWMDT conducted a waterborne scenario on the
Mississippi River in Metro St. Louis involving the takedown of a moving tug and chemical-
laden barge. Almost 100 SWMDT members participated in the event, which included the
takedown of armed subjects, the mitigation of multiple labs/1EDs, and metro-area
evacuation planning. 2) In December, SWMDT held an exercise at a Chicago area high-rise
involving an intelligence-led investigation into the discovery of a chemical lab with multiple
venues/targets. The exercise tested decon protocols and needs in a multiple location event.
Both exercises tested multiple objectives, utilizing all team elements. After Action Reports
were completed, along with an Improvement Plan to identify future training objectives.

2012 Initiatives

*

The STIC will continue to leverage technology to improve information sharing among
Illinois stakeholders, as well as other fusion centers throughout the country.

The STIC will continue to share intelligence information with the Fire Intelligence Liaison
Officers to fill intelligence gaps with outside law enforcement agencies and the fire service.

The STIC will continue to work with and share intelligence information with the Private
Sector to fill intelligence gaps between law enforcement agencies and the private sector.

The Z10s will continue to collaborate and share intelligence information with the STIC and
other law enforcement agencies. This collaboration and sharing will enhance the
information flow of intelligence to the STIC and other law enforcement agencies.

The ZI0s and STIC Intelligence Liaison Coordinator will continue to work with Intelligence
Liaison Officers to ensure intelligence gaps are filled with outside law enforcement agencies.
The Z10s will continue to develop the target intelligence initiative to ensure intelligence is
shared across all spectrums of law enforcement.

The Z10s will continue to support the SWMDT to improve their response, deployment and
intelligence collection efforts. The ZIOs will continue to work on their integration efforts
with the various units within the SWMDT.

Zone Intelligence Analysts will continue to enhance their analytical capabilities through
training, provide on-scene analytical support to various law enforcement agencies, and
collect intelligence information and ensure it is shared with the STIC.

The Z10s will work closely with STIC and other federal, state and local law enforcement
entities on all aspects of intelligence collection efforts for the 2012 NATO/G8 meetings.
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Cyber Security Committee

Purpose Statement

The Cyber Security Committee will ensure that the Illinois Terrorism Task Force (ITTF)
develops a consistent and effective cyber security approach, including: incident management,
emergency prevention, preparedness, response, recovery, and a mitigation program. The
immediate goals include: ongoing security awareness, effective security policies and procedures,
comprehensive training and exercises, operational information gathering and sharing, and
robust incident response capability.

2011 Key Activities

¢ The Cyber Security Committee was formed in 2011 and developed a high-level strategy to
guide ITTF activities.

Improve situational awareness

Develop a statewide cyber intelligence plan

Review and potentially redirect research and funding

Ensure resilient, penetration-resistant information systems

Expand cyber security awareness and education

Develop cyber security partnerships with private sector domains

ouhwNE

¢ Cyber Security Survey—This 20-question survey covered a range of security topics that are
critical to IT and security administrators in both public and private operations. While the
guestions were broad in scope, they primarily focused on an organization’s ability to monitor
their network and server environments. Through this survey, we sought to confirm the state
of situational awareness across the ITTF organizations. It was assumed that ITTF
organizations span the spectrum of cyber security maturity capabilities and would require a
similar breadth of preparedness measures. The survey results will help gauge those
measures most critical to enhance the overall cyber security posture of the ITTF and the
state of lllinois.

The survey was to be completed by individuals with technical understanding, as well as
management insights of an entity’s operations. Recognizing the possibility of multiple IT
organizations in a jurisdiction — municipality, county, police, fire, etc., the ITTF has gleaned
relevant information from the specific organizations as well as the state in general.

¢ Cyber Security Forum at the Digital Government Summit, Oct. 7—Governor Quinn attended
and signed a proclamation designating October as Cyber Security Awareness Month. The
forum allowed for discussion of challenges, strategies and solutions in the area of
collaboration. Topics included Lowering the Cost of Security in Government, Avoiding a
Data Breach, Botnets Demystified, Security Partnerships—Safety in Numbers, Social Media—
Mitigating the Risks, Today’s Internet Threat Landscape, Security in the Cloud, and
Exposing Hidden Personal Information Online.

¢ Community Cyber Security Capability Maturity Model—Illinois secured a grant from the
Department of Homeland Security to develop and enhance the cyber security capabilities in
Springfield and Chicago. The state led the planning and coordination of the program with
the Center for Infrastructure and Assurance (CIAS) out of the University of Texas at San
Antonio. CIAS conducted two community-based cyber security exercises in each
community. The final exercise of the program will include state representatives along with
representatives from each community. These exercises emphasized the importance of
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protecting cyber infrastructure, information sharing and no- or low-cost solutions. Each
exercise consisted of planning conferences, after-action reports, and workshops.

Stealthwatch—This project was initiated to implement network monitoring using new
capabilities. The Department of Central Management Services (CMS) along with the Cyber
Security Committee (CSC) identified a need for a more robust network monitoring system
that will display Internet traffic flows and detect malicious attacks launched from or against
state of Illinois network systems. In Phase 1, this project focused on receiving, analyzing,
and testing a specified portion of Internet traffic flows to monitor and detect Botnet and
worm activities on the state of Illinois network. This phase will give only limited visibility
into the network as well as limited ability to determine if any malicious Internet traffic
behavior exists. This is a limited, proactive approach to minimize the risk of the network
security. An evaluation of Phase 1 will allow CMS and CSC to define recommendations for
expanding the scope of the monitoring parameters.

Internet Privacy Taskforce—The CMS Chief Information Security Officer was invited to
participate as a subject matter expert on the Governor’s taskforce. The Internet Privacy Task
Force is an unpaid advisory board set up by state law (5 ILCS 177/15) to “explore the
technical and procedural changes needed in the state’s computing environment to ensure
that visits the state websites remain private. The Task Force shall identify the threats to
privacy from browsers, search engines, web servers, Internet service providers, and state
agencies and make recommendations as needed. The Task Force shall submit reports to the
Governor and the General Assembly by December 31 of each year.”

CISSP certification—The committee sponsored the certification of state personnel in order to
develop a consistent understanding of security operations in state government. Certified
Information Systems Security Professional (CISSP) is an independent information security
certification governed by the International Information Systems Security Certification
Consortium (ISC) 2. (ISC) 2 is a self-declared nonprofit organization with 75,814 members
who hold the CISSP certification in 134 countries. In June 2004, the CISSP was the first
information security credential accredited by ANSI ISO/IEC Standard 17024:2003
accreditation, and, as such, has led industry acceptance of this global standard and its
requirements. Itis formally approved by the U.S. Department of Defense (DoD) in both
their Information Assurance Technical (IAT) and Managerial (IAM) categories. The CISSP
has been adopted as a baseline for the U.S. National Security Agency's ISSEP program. The
CISSP curriculum covers subject matter in a variety of information security topics.

2012 Initiatives

*

Implement awareness and educational programs to increase the knowledge of public safety
officials regarding cyber security and continuity of operations following a cyber event.

Oversee the development of standardized plans and procedures for reporting of potential
cyber security events both vertically and horizontally within the public safety community.

Establish standard action levels to support the activation of emergency management plans
and procedures following a cyber security event.

Develop a statewide cyber security plan in support of the Illinois Emergency Operations
Plan.
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Elected Officials Committee

Purpose Statement

The mission of the Elected Officials Committee is to provide a forum for Illinois’ elected officials
to have input into the state’s homeland security strategy and to provide elected officials with
first-hand information regarding homeland security efforts, including availability of resources.

2011 Key Activities

¢ The Elected Officials Committee (EOC) focused on increasing the number of elected officials
in compliance with NIMS. While many local governments began the process of NIMS
training many years ago, annual compliance with NIMS has not always continued.

¢ The EOC Leadership (co-chairs) changed in July 2011.

¢ The committee spent a significant amount of time talking about the EOC page on the ITTF
website and how to make it more useful for the various elected officials and their
stakeholders.

¢ The EOC participated in the “Ready to Respond” community preparedness initiative, with
several members participating in meetings.

¢ During 2011 the membership of the EOC contracted slightly, with several members leaving
the committee due to conflicting obligations. The remaining members showed an increased
participation rate in EOC meetings, either directly or by phone.

The following entities are represented on the Elected Officials Committee:
Municipalities: Channahon, Fairbury, Macomb, Mount Vernon, Richton Park, Rockton,
Saint Jacob, Vandalia
Counties: Rock Island County, St. Clair County, Vermilion County, Will County
Organizations: Illinois Association of County Board Members, Illinois Municipal League,
Township Officials of Illinois

2012 Initiatives
¢ Continue to enhance the Elected Officials page on www.readyillinois.gov.

¢ Increase communication and participation between the EOC members, the ITTF, and other
members of Illinois local government regarding ITTF resources and initiatives.

¢ Continue work on Department of Transportation issues related to signage for municipalities
that have achieved “Ready to Respond” status.

20



Emergency Management Committee

Purpose Statement

The mission of the Emergency Management Committee is to coordinate
Illinois Terrorism Task Force (ITTF) programs that relate to emergency
management preparedness, provide emergency operations center
support, and facilitate purchases for units of local government through
the Illinois Emergency Services Management Association (IESMA).
Through IESMA's statewide mutual aid system— IESMA Emergency
Management Assistance Teams—the committee helps ensure that the state of Illinois can
respond to any incident within its boundaries to provide for mitigation of the incident,
protection of citizens, and coordination of response efforts among other disciplines with
response teams.

2011 Key Activities

+ Continued to support research and implementation of incident management software in
coordination with the State Incident Response Center (SIRC) WEB EOC Incident
Management Software.

¢ Supplemented the 60 currently
deployed generators with the
selection of two additional sites—
McHenry and Effingham counties.
These sites will each receive five
60kW generators for regional and
statewide deployment. This
expands distribution to 12
geographically and strategically
placed locations throughout the
state. All locations agree to
maintain and house the generators
as well as make them available for emergency and disaster incidents across the state. The
Illinois Department of Transportation agreed to assist in delivering these 30kW, 60kW, and
100kW generators to sites when needed.

+ Inaddition, power generation capabilities were enhanced with the committee’s purchase of
one support trailer for each of the host agencies. These trailers contain equipment boxes
loaded with distribution panels, cables, junctions, and other ancillary equipment required to
deploy power to stricken sites and buildings.

¢ With IEMA and ITTF support, conducted the annual IESMA membership training
conference in Peoria. More than 150 key emergency management personnel attended the
conference. Featured topics included damage assessment, resource management (special
IEMA class), public information, continuity of operations, and disaster intelligence.

¢ Facilitated the training of IESMA Emergency Management Assistance Teams to support
state and local incident management functions.
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¢ Emergency Management Committee programs
and initiatives were utilized by the Emergency |
Management Assistance Team to support state - —————
and local agencies during the southern floods -
of April/May, Tiskilwa train derailment in
October, and the earthquake exercise and
Jersey County wildland fire in November.

¢ The Emergency Management Assistance Team
received its mobile support center, GIS, and
incident management equipment. This
equipment was put to use one week after
receipt in the southern lllinois floods of 2011.

+ Distributed Emergency Operation Center (EOC) Grants. After receiving nearly $44 million
dollars in requests, completed the cumulative distribution of $4,000,000 in EOC Grants to
certified and accredited local emergency management agencies. Through a partnership with
IESMA and ILEAS, the committee oversaw the issuance of grants to county and municipal
local emergency management agencies to enhance communications and technology
capabilities in their emergency operations centers. All awardees were accredited by the state
or certified by county emergency management. An additional requirement—an exercised or
activated EOC—decreased the overall pool of requestors and narrowed the fund distribution
to the most qualified agencies. This was the fourth year the committee has approved funding
to support EOC enhancements.

¢+ IESMA maintained its NIMS compliance to ensure conformity with DHS requirements.
¢ Continued to assist local units of government with the development of spontaneous

volunteer management programs, damage assessment teams, and mass care teams through
various training and educational opportunities.

e ——— e ———

¢ Initiated dialog with the Private Sector
Committee to enhance disaster
recovery/response efforts by the private
sector. Private sector access and
commonality with ordinances and
regulations during major emergencies and
disasters were the primary focus and will
continue to expand in 2012.

; I e, e (BT e

¢ Working with ILEAS, MABAS, and IEMA to provide NIMS compliance assistance to local
emergency managers.

¢ Working with IESMA, ILEAS, and local emergency managers, the Emergency Management
Committee distributed over 7,000 NOAA all-hazard emergency alert radios throughout the
state. These were placed in public facilities, schools, assisted care facilities, and other high
risk buildings.

2012 Initiatives

¢ Maintain a self-sustaining response capability for the IESMA Emergency Management
Assistance Teams/Emergency Management Assistance Compact (EMAC) teams that deploy
within and outside the state.
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+ Inthe absence of continued funding for EOC grants,
the committee will work to enhance the
interoperability and training of the disparate EOCs.
Efforts to support regionalized EOCs or ‘virtual’
expansion of existing EOCs and Multi-Agency
Coordination Centers will continue. Pictured at left is
Russ Thomas of Effingham County using smart board
technology while conducting a damage assessment.

+ Continue to provide educational opportunities for
emergency managers through the annual IESMA
Conference and assisting with the IEMA Conference.

Support existing state programs for volunteer management and spontaneous volunteer
management and continue to provide assistance and training to local EMAs for local
program development.

Working with IEMA and IESMA, the committee will promote awareness of weather
preparedness through a simple contest and lottery. The winners will receive NOAA all-
hazard weather radios, and all participants will gain increased weather awareness.

In a collaborative effort, IEMA, IDOT and IESMA will manage the 30, 60 and 100 KW
generators for use at key government facilities in the wake of terrorist or disastrous events.
This will include status, dispatch, and repair coordination.

Working with the IEMA Director and staff, continue to collaborate on enhanced
accreditation and certification procedures as well as Emergency Management Performance
Grant proposals.

Efforts will continue to enhance the role and capabilities of
the Emergency Management Committee, thus removing
some of the burden from the SIRC in resource movement
and tracking.

Continue dialog and coordination with the Private Sector
Committee to streamline private sector access and
ordinance/regulation commonality between jurisdictions.

In conjunction with the Private Sector Committee and the
Volunteers and Donations Committee, focus on the
functional needs population regarding notification,
evacuation, and sheltering during planning, response, and
recovery.
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Fire Mutual Aid Committee

Purpose Statement

The mission of MABAS (Mutual Aid Box Alarm System) is to provide
emergency rapid response and sustained operations when an area is stricken
by a locally overwhelming event that is generated by man-made,
technological, or environmental threats. In response, MABAS will deploy
fire, emergency medical services (EMS), hazardous materials, technical
rescue, swift water and dive, urban search and rescue (US&R) and incident
management teams (IMT) to prevent the loss of life, human suffering and
further damage to property. MABAS is prepared to respond within and
outside lllinois upon the authorized direction of local or state agencies.

2011 Key Activities

¢ MABAS Special Operations Teams, Hazardous Materials, Technical Rescue, Urban Search
and Rescue, and staff participated in the 2011 validation exercise hosted at the Illinois Fire
Service Institute (IFSI). This year’s validation exercise was one of the largest to date,
bringing together a great number of MABAS field resources, as well as other non-traditional
participants such as ILEAS field forces and
Illinois National Guard, in a first-ever shared,
joint operations validation event.

+ A disaster declaration and other significant
events necessitating MABAS activation,
mobilization and deployments included the
Southern Illinois floods in April and May'’s
week-long hazardous materials industrial plant
fire, several weather-related storms, and train
derailments. MABAS assumed the role of lead _
agency for fire service divisions, as well as a support ‘ ,;5
role to ILEAS, ING and IEMA. '

¢ MABAS’ Urban Search and Rescue (US&R) Team
conducted its annual readiness and mobilization
activities in line with IEMA national team
standards. The activities included: Mobility
Preparedness Exercise (MOBEX), Operational
Readiness Exercise (ORE), State-Sponsored Urban
Search & Rescue (SUSAR) annual conference
attendance, and several US&R team members
attending FEMA team position-specific certification
courses.

¢ Several key system projects advanced to the next level of
operational performance. Two such projects included the
MABAS Tier 2 credentialing effort and the statewide
computer aided dispatch (CAD) plan—both first beta tested
in August 2010 during the Statewide Plan Validation and
Deployment Exercise by the International Association of
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Fire Chiefs and the Department of Homeland Security. Accordingly, the Tier 2 credentialing
system has since been adopted by the Illinois Terrorism Task Force as the standard
credentialing system and format for all participating Illinois entities regardless of discipline
or affiliation.

¢ Following the MABAS Annual Planning Conference in February 2011, MABAS targeted
planning efforts at New Madrid Fault Line earthquake preparedness. Accordingly, a number
of initiatives are ongoing regarding pre-
placement of resources in central and
southern lllinois, development of
optional mobilization and deployment
plans, and alternative transportation and
response methods. The initiatives will
take several years and are considered
ongoing goals.

¢ MABAS' statewide web system and
informational database made steady progress, enrolling MABAS divisional key personnel in
its registry. At present, MABAS has 68 operating field divisions that are all enrolled to some
degree for web access and resource-data availability. The website development will be an
ongoing effort.

¢ Hardening and capability efforts are ongoing at the MABAS Readiness Center (MRC)
facility. During 2011 a number of projects were completed, including window/glass privacy
treatments, security bar systems on certain vulnerable access points, improved energy
efficient lighting fixtures through a DCE grant, installation of a comprehensive security
camera system throughout the facility, and securing a vestibule-controlled visitor entry
system. MRC security and effectiveness matters will remain an ongoing effort.

¢ A number of additional field assets, resources, and improvements were secured in 2011,
including: three additional Mobile Ventilation Units, three additional Mission Support
Units, one Emergency Medical Services scene support unit, updating all 40 Hazardous
Materials team inventories with AREA RAE chemical detection perimeter units, deployment
of six double boat water rescue trailer units, deployment of 16 water rescue sonar units and

dive rescue underwater

communication systems. Finally,

MABAS has been able to maintain

the current status of statewide

special operations teams, including

40 hazardous materials teams, 39

technical rescue teams, 15 water

rescue teams, and the state-
sponsored Urban Search & Rescue
team.

2012 Initiatives

+ Maintain special operations teams’ capacity and capability and create a stop loss strategy to
minimize losses of divisional teams that are unable to meet current performance standards.

¢ Begin training, orientation, and exercises for the newly created meta-disaster mobilization
and deployment option labeled Triple “R.” The Triple “R” (Rapid Resource Response)
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deployment option focuses on large scale disasters (earthquake, IND, multiple simultaneous
tornado strikes) where traditional deployment response models are inadequate.

Continue with pre-deployment/pre-placement of anticipated rescue and operational needs
and resources in central and southern Illinois due to earthquake risks.

Develop a functional air support and mobility capability that effectively integrates with
Triple “R” deployment plans.

Continue building a stronger partnership between Cook County UASI and MABAS in
accordance with the Cook County Board President’s newly appointed Homeland Security
and Emergency Management staff.

Operationally, plan, train and prepare for annual special teams validation, US&R teams
MOBEX/ORE and the upcoming city of Chicago hosting of G8 and NATO summits.

Build stronger contingency and interagency cooperative plans and agreements between
MABAS and Northeastern Illinois Public Safety Training Academy and Regional Emergency
Dispatch Center to be better prepared for uncertainties.

Continue to invest in the MABAS Readiness Center’s capabilities, efficiencies and hardening
efforts by installing an operational perimeter alarm system, deployment processing and
readiness capabilities, and a Mobility Control Center for deployment and disaster
coordination of MABAS resources.

Continue to support the efforts and legislative remedies to enhance interstate daily mutual
aid provided by MAMA-C (Mid-America Mutual Aid Consortium).

Invest in various field resources and hardware as needed and identified, including: upgrade
of HAZMAT teams substance ID diagnostic software, improve decontamination vehicles
systems with equipment upgrades, complete deployment of MABAS divisional expedient
shelter trailer systems statewide, deploy needed dual trailer boat rescue systems to UASI
water rescue teams, retrofit first generation mission support units for current anticipated
needs, and expand fleet as needed to meet risk-based needs.

Continue toward completion of the MABAS Divisional Interagency Fire Emergency Radio
Network radio installation project; initiate the now-funded Divisional Administrative Liaison
program; secure CIMS registration and stability of divisional, department, and special teams
rosters; and achieve Tier 2 credential ID cards and databases for all special teams and at
least an additional 4,000 firefighters.

Maintain MABAS statewide system
capabilities by supporting critical
components of the system, sponsoring
an annual work plan development
system from each of the 14 standing
MABAS committees, and conduct a
statewide annual planning and
awareness conference.
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Information Technology Committee

Purpose Statement

The Information Technology Committee’s mission is to improve the domestic preparedness of
Illinois through the collaboration and integration of information technology, which fosters
information sharing throughout the first responder community. The integration of hardware,
software, applications, and other technology-related resources is centered on first responder and
constituency safety. These endeavors are vital to the success of the Illinois Terrorism Task Force
and have a leading effect on national collaboration efforts.

2011 Key Activities

¢ The lllinois Citizen and Law Enforcement Analysis and Reporting System (ICLEAR) Team
accomplished a myriad of goals during 2011.

o |-Case Users entered over 25,000 cases, representing over 45,000 reports. In
addition to ISP operational units, the Calhoun County Sheriff's Office and
Libertyville Police Department adopted I-Case for their case reporting needs. The
goal of increasing the efficiency and effectiveness of 1-Case was achieved through the
identification, development and implementation of enhancements — 2011 resulted in
new versions of I1-Case.

e As aresult of enhanced marketing efforts, more criminal justice agencies began
accessing ICLEAR information and services; at the end of 2011, 44 agencies were
using the ICLEAR Data Warehouse. These agencies have access to 1,750,000 Chicago
Police Department incidents and cases, 43,000 cases originating from I-Case, and
approximately 13,500,000 arrests with 6,560,000 booking photos. The ICLEAR
team worked closely with the FBI to implement the mechanism to accept and
forward incident and I-Case information to the National Data Exchange program.

o A new interface of ICLEAR—AnNalytics—was released, providing additional
functionality to law enforcement decision-makers: tactical (consolidated search,
mugshots), operational (case counts, search), and strategic (case activity, arrest
trends).

CLEAR

lllinois Citizen Law Enforcement Analysis Reporting

¢ The Learning Management System (LMS) rollout to all law enforcement agencies in lllinois
was completed in August 2010. Over 1,200 law enforcement agencies have access to LMS,
with 25 non-law enforcement first responder and fire departments gaining access. The total
of registered student users has increased to 45,616. Training offered includes LEADS,
ICLEAR, HAZMAT, Breath Analysis Operator, and Personal Radiation Nuclear Detection
Training.

2012 Initiatives

¢ In 2012, it is anticipated that 1-Case will be deployed to the remaining ISP Operational
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Units. In addition, local agencies interested in a fiscally responsible, flexible, and
professional reporting system will be educated of the benefits and limitations of 1-Case, then
trained and deployed if the program fits their needs.

The ongoing objective of increasing the efficiency and effectiveness of 1-Case will be achieved
through the identification, development and implementation of enhancements during 2012.
Release 3.6.3, which includes several critical enhancements and fixes, is anticipated to be
released during the first quarter of