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MODIFIED INTERNET ACCESS REQUEST

The Department of Central Management Services (CMS) applies a standard set of Internet restrictions to all employees utilizing the Internet in the performance of their assigned duties.  To add or remove restrictions to a user’s Internet access, provide the information specified below.  
	
Name:
	



	User ID:
	
	
	
	Employee
	
	Contractor
	
	Intern

	Bureau/Division:
	
	Work Phone:
	



Choose alternate filter group:

	
	No Internet (Intranet only)

	
	This filter group allows access to the websites of other state agencies, boards, commissions, institutions, bureaus or like governmental entities of the executive branch of Illinois state government.



	
	Maximum (applies additional restrictions to the user)

	
	This filter group restricts access to all sites not directly business related.  



	
	Other (applies fewer restrictions to the user)

	
	Contact your IT Coordinator to discuss other filtering options. Specify individual Internet needs:

	
	

	
	

	Justification:   



	Employee signature:
	
	Date:
	



	Supervisor signature:
	
	Date:
	

	Supervisor Name (printed):
	
	
	



	Chief Security Officer signature:
	
	Date:
	

	(Required for Base filter violation only)
	
	
	



▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪ ▫ ▪

Forward this completed form to your IT Coordinator for processing.

	IT Coordinator signature:
	
	ESR #:
	



This document is executed and retained by CMS BCCS Risk Management Office at 120 W. Jefferson, 1st floor, Springfield.

MODIFIED INTERNET ACCESS REQUEST

The Department of Central Management Services (CMS) applies a standard set of Internet restrictions to all employees utilizing the Internet in the performance of their assigned duties.  To add or remove restrictions to a user’s Internet access, complete the Modified Internet Access Request, obtain all necessary approvals/signatures, and forward the form to your CMS IT Coordinator.

Completion Instructions

Enter the employee's name, user ID, (ex. joe.smith3), bureau/division and office phone number in the appropriate fields.  Select the appropriate employment status:  Employee, Contractor, Intern.

Select one of the alternate filter groups.

The No Internet group allows access to the CMS Intranet, the websites of other state agencies, boards, commissions, institutions, bureaus or like governmental entities of the executive branch of Illinois state government.  This group restricts access to all Internet websites.

The Maximum group applies several more restrictions to the user in comparison to the Standard filter group.  This group was defined to allow access only to those websites considered business related.  Refer to the Filtering Categories Matrix for more specific information.

The Other group applies fewer restrictions to the user compared to the Standard filter group.  Supervisors are encouraged to discuss different group options with their IT Coordinator.  Please note, access to a single website does not necessarily require an alternative filter group.  Site review is available via the filtering service.  Users attempting to access a restricted website will receive a blocked website window with three options.  The first option is "Submit a site review request".  Users can click this option and provide their name, contact information and justification for access to the website.  BCCS Network Services will determine whether or not the website can be made available within the constraints of the user's current group assignment.

Provide justification for the change in filter group.  The justification should include the category(ies) of the website(s) the user is requesting access, and the specific business need for accessing the website(s).

The employee/user signs and dates the completed form.

The supervisor of the employee/user prints his/her name in the appropriate field, and signs and dates the completed form.

The Chief Security Officer must approve all access which violates the Base filter group; specifically access to sites categorized as Anonymizers, Criminal Skills, Extreme, Games, Gruesome Content, Hacking, Hate Speech, Malicious Sites, Personal Network Storage, Phishing, Pornography, Remote Access, Spam Email URLs, and Spyware.

Forward the completed and signed form to your CMS IT Coordinator.  

CMS IT Coordinator Instructions

Verify the content and signatures on the form and sign the form in the appropriate field.

Submit an enterprise service request (ESR) to process the change.

Enter the ESR tracking # in the appropriate field.

Forward the completed and signed Modified Internet Access Request to CMS BCCS Risk management Office at 120 W. Jefferson, 1st floor, Springfield, IL  62702.
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