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Illinois Small Business Development Center at Harper College (ILSBDC)
Survive and Thrive
Business Risk Assessment
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Illinois Small Business Development Center at Harper College (ILSBDC)
Business / Technological Risks

Business Ready Quiz
	Do you have adequate cash or access to cash to meet the needs of your business for the next 12 months?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Have you determined how you would manage your business without a key manager or employee?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Have you evaluated all the changes in your industry and how they may impact your business? 


	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Have you considered the possibility of two competitors merging or other competitive threats? 
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Are you prepared for a significant failure in your systems or production equipment?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Have you assessed the impact of the regulatory or legal changes being proposed for your industry?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure
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Illinois Small Business Development Center at Harper College (ILSBDC)
The initial step in developing a Risk Plan is to identify the business and technological risks that may impact your business. This step entails carefully assessing your business to determine risks, and conducting an analysis to determine the likelihood and impact of the source of these risks.
To identify the potential risks you face, list all the business and technological risks that could affect your business. Typically these fall into one of seven categories; financial, employee, industry/market, competitive, operational, technology, legal/regulatory or other business risks inherent to your industry. Be imaginative. Consider all the risk scenarios that could occur throughout the entire supply chain of your business.  Consider risks that can impact your customers, suppliers, service providers, industry partners or your own business that can put your survival in jeopardy.  If you determine some risks do not put you in jeopardy, you can eliminate them in the process. Other factors to consider are below:

· Historical – What types of risks have impacted your business in the past?

· Human – What types of risks can be caused by human actions or non-actions? Are your data systems vulnerable to security breach? Do you regularly back up critical business data? Are you vulnerable to any lawsuits brought on by employees, customers and/or business partners?

· Industry – What types of risks can occur due to changes in your industry or the supply chain? Are there new regulations or standards that may affect your ability to compete?  Are there industry trends that can put your business at risk, i.e. outsourcing?
· Economy – What types of risks can occur due to the economy?  
Once you have identified all the possible risks, you need to rate the probability of the risk happening. When rating the risk, use a simple system such as low, medium or high, or a scoring system of 1 to 5, with 5 being high.

For the next part of the analysis you need to evaluate and rate the potential financial impact, employee impact, operational impact, and reputation impact of each of the identified risks.  When evaluating the financial impact you are considering the extent the risk will negatively impact your revenues, costs or profit margins. The employee impact considers the extent the risk may impact your employees’ safety or your ability to keep them employed.  The operational impact considers the extent the risk may impact your ability to meet your customers’ demands, the amount of work coming through your operations or the cost structure of your operations. The reputation impact considers the extent the risk may impact your brand and how you are perceived in the marketplace. 
The Business/Technological Assessment and Vulnerability Analysis form is provided to assist you for your risk assessment.
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Illinois Small Business Development Center at Harper College (ILSBDC)
 Business/Technological Assessment and Vulnerability Analysis

	
RISK
	Probability
	Financial Impact
	Employee Impact
	Operational Impact
	Reputation Impact
	Total

	
	Low = 1 
High = 5
	Low = 1 – High = 5

	FINANCIAL
	
	
	
	
	
	

	Access to Cash
	
	
	
	
	
	

	Future Cash Needs (i.e. cash projections over 12 months)
	
	
	
	
	
	

	Revenue 
	
	
	
	
	
	

	Cost Increases
	
	
	
	
	
	

	Resources to Fund Growth (i.e. cash, people) 
	
	
	
	
	
	

	Interest / Finance Rates Increase (i.e. credit cards, LOC)
	
	
	
	
	
	

	EMPLOYEE
	
	
	
	
	
	

	Loss of Key Staff (i.e. Partner, Manager)
	
	
	
	
	
	

	 Workplace Violence
	
	
	
	
	
	

	Strike 
	
	
	
	
	
	

	Employee Injured
	
	
	
	
	
	

	 INDUSTRY / MARKET
	
	
	
	
	
	

	Industry Depressed (i.e. airline) 
	
	
	
	
	
	

	Movement to Outsourcing 
	
	
	
	
	
	

	Vendor Closes 
	
	
	
	
	
	

	Excess Supply (i.e. too many suppliers)
	
	
	
	
	
	

	Strike (i.e. unions, transportation)
	
	
	
	
	
	

	 COMPETITIVE
	
	
	
	
	
	

	Merger of 2 Competitors 
	
	
	
	
	
	

	Customer goes to Competitor
	
	
	
	
	
	

	Pricing Pressure 
	
	
	
	
	
	

	OPERATIONAL
	
	
	
	
	
	

	Availability of Materials  /  Supplies
	
	
	
	
	
	

	Availability of Production Machine Parts/Service 
	
	
	
	
	
	

	Aging Technology /  Production Equipment
	
	
	
	
	
	

	LEGAL & REGULATORY
	
	
	
	
	
	

	Law or Regulation Changes (i.e. healthcare) 
	
	
	
	
	
	

	Standard Changes (i.e. ISO, quality, technology)
	
	
	
	
	
	

	Law Suit (i.e. contract breach, harassment)  
	
	
	
	
	
	

	Export /  Import Changes (i.e. tariffs, trade sanctions) 
	
	
	
	
	
	

	TECHNOLOGICAL 
	
	
	
	
	
	

	Security Breach 
	
	
	
	
	
	

	Hardware Failure (i.e. server, hard drive)
	
	
	
	
	
	

	Backup Failure
	
	
	
	
	
	

	Virus
	
	
	
	
	
	

	OTHER
	
	
	
	
	
	

	(fill in your own)
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Illinois Small Business Development Center at Harper College (ILSBDC)

Natural / Hazardous Risks
Business Ready Quiz
	Have you determined how long your company can afford to be closed before the business is critically affected?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Have you developed, documented and tested a comprehensive business continuity plan for 

facilities, employees, processes, systems, data 

and networks that addresses recovery and 

restoration?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Have you determined how your business will 

operate should key business partners and 

vendors be affected by disruption or disaster?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Have you negotiated vendor contracts or lease 

agreements necessary to acquire equipment

and services in the event of a significant

disruption or disaster?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure

	Are your employees trained to know how to

respond to and emergency or disaster where

you may have little or no warning before it 

occurs?
	    FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
Unsure
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Illinois Small Business Development Center at Harper College (ILSBDC)
The initial step in developing a Business Continuity Plan is to identify hazards and assess the risk. This step entails gathering information about current capabilities and possible hazards and emergencies, and conducting an analysis to determine your capacity to handle them.

To identify the potential hazards/emergencies faced, list all the hazards/emergencies that could affect your business. Typically these fall into one of three categories; natural hazards, technological hazards, and other types of hazards. Be imaginative. Consider all emergencies that could occur in your community, areas adjacent to your facility and those that could occur in your facility. If you determine some hazards do not present a threat to your business, you can eliminate them in the process. Other factors to consider are below:

· Historical – What types of events have occurred in the past?

· Human Error – What emergencies can be caused by employee error? Are employees trained to work safely? Do they know what to do in an emergency?

· Physical – What types of emergencies could result from the design or construction of the facility? Are there adequate and appropriate facilities for storing combustibles? Are evacuation routes and exits clearly identified and free of obstructions?

Once you have identified all the possible hazards, you need to rate the probability of the events considering the frequency and severity. When rating the hazards, use a simple system such as low, medium or high, or a scoring system of 1 to 5.

For the next part of the analysis you need to evaluate and rate the potential human impact, property impact and business impact of each of the identified hazards, taking into account any capabilities, resources, plans, policies or procedures you already have in place. When evaluating the human impact you are considering the possibility of injury or death to your employees, customers, clients or suppliers. The property impact involves the potential loss or damage to the physical structure and equipment, taking into consideration the costs to replace, repair or lease/rent facilities and equipment. Finally, when reviewing the business impact you need to evaluate the impact of the event to your critical operations and functions (i.e., employees unable to report to work, customers unable to reach the facility, interruption of critical supplies or product distribution, imposition of fines, penalties or legal costs, etc.). The Natural / Hazardous Assessment and Vulnerability Analysis form is provided to assist you in your risk assessment.
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Illinois Small Business Development Center at Harper College (ILSBDC)
Natural / Hazardous Assessment & Vulnerability Analysis

	
HAZARD
	Probability
	Human Impact
	Property Impact
	Business Impact
	Total

	
	Low probability 1 -
High probability 5
	Low Impact 1 – High Impact 5
	

	Flooding
	
	
	
	
	

	Thunderstorm, Lightning, Hail
	
	
	
	
	

	Tornado
	
	
	
	
	

	Winter Storms & Extreme Cold
	
	
	
	
	

	Extreme Heat
	
	
	
	
	

	Building Fire
	
	
	
	
	

	Power Service Disruption
	
	
	
	
	

	Sabotage, Fraud and Theft
	
	
	
	
	

	Wildfire
	
	
	
	
	

	Agricultural Disease & Pests
	
	
	
	
	

	Hazardous Materials
	
	
	
	
	

	Sinkhole
	
	
	
	
	

	Earthquake
	
	
	
	
	

	Environmental Health
	
	
	
	
	

	Pandemic Flu
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Illinois Small Business Development Center at Harper College (ILSBDC)


Hazards & Vulnerability Analysis

	
HAZARD
	Probability
	Human Impact
	Property Impact
	Business Impact
	Total

	
	Low probability 1 -
High probability 5
	Low Impact 1 – High Impact 5
	

	Terrorism
	
	
	
	
	

	Bomb Threat
	
	
	
	
	

	Explosions & Detonation
	
	
	
	
	

	Building Collapse
	
	
	
	
	

	Bio Terrorism
	
	
	
	
	

	Cyber-Attack
	
	
	
	
	

	Radiological Emergencies
	
	
	
	
	

	Hurricane
	
	
	
	
	

	Drought
	
	
	
	
	

	Civil Unrest
	
	
	
	
	

	Emergency Water Shortage
	
	
	
	
	

	Adjacent Hazards 
	
	
	
	
	

	Other
	
	
	
	
	


Now that you have identified the risks your business could face and ranked your vulnerability, you know for which risks you need to plan and you can prioritize your planning efforts.
Call ILSBDC at Harper College today at 847-925-6520 for assistance in developing your Risk or Business Continuity Plan. 

650 E. Higgins Rd., Ste. 18N Schaumburg, IL 60173   847.925.6520 p - 847.882.8624 f
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