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In performance of this Agreement, __________________________________________(include your full name and business name) (“Contractor”) agrees to comply with and assume responsibility for compliance by his or her employees with the requirements of this Agreement.

WHEREAS, the Illinois Department of Revenue (“Department”) has a need for certain services in regard to the Willard Ice Building Security Project (the "Services"); and

WHEREAS, Contractor has expressed an interest in providing the Services; and

WHEREAS, there is a possibility that Contractor may gain access to the Confidential Information of the Department before or after entering into a contract to provide the Services;

NOW THEREFORE, the Contractor hereby agrees as follows:

1.  “Confidential Information” shall include Illinois income and sales tax return information and federal income tax return information (“Tax Return Information”).  Tax Return Information is confidential and may not be disclosed under Illinois or federal law, including, but not limited to, 35 ILCS 5/917, 35 ILCS 120/11, 26 U.S.C. 7213, and 26 U.S.C. 7431.  These statutes provide for the imposition of criminal penalties for improper disclosure of Tax Return Information.  

2. “Confidential Information” shall also include the processes and procedures employed by the Department in its administration of the Illinois tax acts the “Processes and Procedures”) and the information provided pertaining to the “security project”, including floor plans, security design documents and specifications are all considered confidential data are the property of the Department and are highly confidential. 

3. To be clear, there is no intention by the Department and the Contractor, or its subcontractors, if any, will have access to, or use of, any Tax Return Information in providing the Services.  However, if Contractor does come into contact with any Tax Return Information, Contractor agrees that it shall keep confidential all such information and will not provide it to any third party unless approved in writing by the Department.  Contractor further agrees to protect Tax Return Information from unauthorized disclosure by it and its employees, by its corporate affiliates, if any, and their employees.  Contractor further agrees to impose the same duty of confidentiality of Tax Return Information on its subcontractors, if any, and their employees. 

4. If Contractor (or its subcontractors, if any) comes into contact with the Processes and Procedures, Contractor agrees that it shall keep confidential any and all information concerning the Processes and Procedures and will not provide it to any third party. Contractor further agrees to impose the same duty of confidentiality on its subcontractors, if any, and their employees.  

5. No Confidential Information collected, maintained, or used in the course of performance of the Agreement shall be disseminated by Contractor, or its subcontractors, if any, except as authorized by law and with the written consent of the Department, either before, during the period of the Agreement or thereafter.  Contractor and its subcontractors, if any, must return any and all Confidential Information collected, maintained, created or used in the course of the performance of the Agreement, in whatever form it is maintained, promptly at the end of the Agreement, or earlier at the request of the Department, or notify the Department in writing of its destruction.  The foregoing obligations shall not apply to Confidential Information lawfully in the Contractor’s possession, or that of its subcontractors, if any,  prior to its acquisition from the Department; received in good faith from a third Party not subject to any confidentiality obligation to the Department; now is or later becomes publicly known through no breach of confidentiality obligation by Contractor, or its subcontractors, if any; or is independently developed by Contractor, or its subcontractors, if any, without the use or benefit of the Confidential Information.

6. The term of this Agreement shall be from date of Contractor’s signature through perpetuity.  The restrictions and obligations contained in this Agreement shall survive termination or expiration of this Agreement. 

7. This Agreement may be reviewed periodically and, if necessary, amended.  Any changes to this Agreement shall be subject to discussion and concurrence by the Department and the Contractor, thereafter to be reduced to writing and incorporating by reference to this document, and any mutually agreed upon amendments, and signed by the Department and the Contractor.

IN WITNESS WHEREOF, the Contractor has executed this Agreement as of the date last set forth below.
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